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Please note: this manual is a general manual which is used for several Freecom
products. Product pictures shown in this manual may differ from the device
you bought.

“ Need assistance? Have questions?

In case you have a question about the use of this product, need information
about other Freecom products or need technical assistance, please contact the
Freecom Service Center for your country. See www.freecom.com for details.

Freecom offers free unlimited helpdesk support.

A Warning!

All rights reserved. The products named in this manual are only used for
identification purposesand maybetrademarks orregistered trademarks of the
respective companies. This device was designed for home or office use.

Freecomcannotbe madeliableforanydamages,loss of dataordamagefollowing
thereof-whatsoever (including, withoutlimitation,damagesforloss of business
profits, business interruption, loss of business information, or other pecuniary
loss) arising out of the use of or inability to use this Freecom product, even if
Freecom has been advised of the possibility of such damages.

We reserve the right to upgrade our products in keeping with technological
advances.

© 2011 Freecom Technologies
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Chapter: Activating data protection with the “Freecom Drive
Protection” tool

Freecom Drive Protection

You can protectyour Freecom HD fromunwanted access by enabling the password protection.

The use of the password protection is purely optional. If you don’t want to use this security
option,you canimmediately use your Freecom HD out of the box, withoutany configuration
steps necessary, just as any standard USB hard drive.

The drive protection software also allows you configuring your Freecom HD with a public

partition and an encrypted partition. The public partition can be accessed by anyone while
the encrypted partition can only be accessed after identifying with the correct password.

A Attention: whenssetting up the security option, all datawillbe deleted
on your hard drive. You have the possibility to backup all data that is
stored onthehard diskto yourlocal hard drive by choosing the option
"Copy existing data to temporary folder before formatting the drive"
during the setup. This option will backup ALL data, so make sure to

have enough free space on your computer!

Initial setup of password protection

In MyComputer, select the Freecom HD. Click "StartPC.exe".
A menu screen will appear. Select "Software" and then select "Drive Protection".

Freecom Drive Protection

Run the Freecom Drive Protection software. Click on "Next" to start the setup. Follow the
installation instructions on the screen.
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In the next screen, the following options have to be specified:

1. Enter your chosen password and confirm it in the second box.
2. How much disk space shall be used for the public (non-encrypted) partition?

Freecom Drive Protection

The public partition is available for anyone without identification.
3. Save existing data from the hard disk

Your hard disk will be formatted during configuration. You have two options to choose
from:

a. Copy existing data to temporary folder before formatting the drive:

This option will backup ALL data, so make sure to have enough free space on your
computer! After successful configuration, your data will be copied back from your
computer to your Freecom HD.

b. All existing data on your hard drive will be deleted:

This option will backup ONLY Freecom files (software, manuals) to your computer. All
other data will be deleted!

Freecom Drive Protection

A password-protected partition was now created on your Freecom HD in the size that
you defined.
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Changing and removing the password

If you are logged in with your password and run the , Drive Protection” software again, you
have the following options:

- Safely remove device
- Change password
- Remove password protection

1. Safely remove hard drive

This option allows you to safely remove the hard drive from your system. After using the drive
we recommend you use this option to remove the drive, in order to prevent data loss.

After use, we recommend you switch off the power of the Freecom HD.

Freacom Drive Protection

2.Change password
Select ,change password” and enter the old and the new password. Confirm the new

password by typing it again and click on “Next”. Your password will be changed now. The
next time you have to enter the password, you have to use the new password.

Freecom Drive Protection
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3."Remove password protection”

The password protection can any time be removed from your Freecom HD. You may
always decide to not use the security option anymore. To remove the protection, select
this option. After this procedure, you can use the Freecom HD as any other (unprotected)
external USB hard drive.

Freecom Drive Protection

drive will be formatted and all your data will be lost. Make sure
you have made a backup of your important files before using this
removal option.

n ATTENTION: when removing the password protection, the hard

FrReecom

Freecom Drive Protection
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I lost my password. What can | do now?

If you have lost your password, you will not be able to get access to your data on the
Freecom HD anymore.

TouseyourFreecomHD again, the password protection hasto be removed. Whenremoving
the password protection, the hard drive will be formatted and all your data will be lost.
Make sure you always regularly make a backup of your important files.

Run the Freecom Drive Protection software and confirm that all data on the hard drive will
be deleted. Click on "Next" and confirm again that all data will be deleted.

Freecom Drive Protection

The password protection will now be removed and the hard drive will be formatted. This
might take up to two hours.

After the hard drive has successfully been formatted, you can either use the drive without
password protection or set up new password.

Ifatanypointduringinstallingand/or configuringyourFreecomHD
you need assistance or have questions, please contact the Freecom
SupportCenterforyour country. See www.freecom.com for details.

Freecom offers free unlimited helpdesk support.
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